
 
  

 

 

 

 

 

 

 

 

 

 

 

https://luca-d3.com/index.html


 



 



 



 

https://developer.apple.com/documentation/exposurenotification
https://developer.apple.com/documentation/exposurenotification
https://twitter.com/Zerodium/status/1260541578747064326
https://developer.apple.com/security-bounty/
https://developer.apple.com/security-bounty/




▪ 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0001
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0022


▪ 

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2020-0096
https://static.googleusercontent.com/media/www.android.com/en/static/2016/pdfs/enterprise/Android_Enterprise_Security_White_Paper_2019.pdf
https://static.googleusercontent.com/media/www.android.com/en/static/2016/pdfs/enterprise/Android_Enterprise_Security_White_Paper_2019.pdf
https://press.which.co.uk/whichpressreleases/void-android-more-than-one-billion-android-devices-at-risk-of-hacking-attacks/
https://press.which.co.uk/whichpressreleases/void-android-more-than-one-billion-android-devices-at-risk-of-hacking-attacks/


 

 



 

https://nvd.nist.gov/vuln/detail/CVE-2020-0796
https://nvd.nist.gov/vuln/detail/CVE-2020-0796
https://nvd.nist.gov/vuln/detail/CVE-2020-11896
https://nvd.nist.gov/vuln/detail/CVE-2020-11896
https://nvd.nist.gov/vuln/detail/CVE-2020-11897
https://nvd.nist.gov/vuln/detail/CVE-2020-11897
https://nvd.nist.gov/vuln/detail/CVE-2020-11901
https://nvd.nist.gov/vuln/detail/CVE-2020-11901
https://nvd.nist.gov/vuln/detail/CVE-2020-5902
https://nvd.nist.gov/vuln/detail/CVE-2020-5902




 



https://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/269.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/20.html
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/787.html
https://cwe.mitre.org/data/definitions/125.html
https://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/78.html


 

https://cwe.mitre.org/data/definitions/74.html
https://cwe.mitre.org/data/definitions/119.html
https://cwe.mitre.org/data/definitions/200.html
https://cwe.mitre.org/data/definitions/20.html
https://www.elevenpaths.com/wp-content/uploads/2020/01/cybersecurity-report-19h2-ES.pdf
https://www.elevenpaths.com/wp-content/uploads/2019/07/ElevenPaths%20-%20Informe%20sobre%20el%20estado%20de%20la%20seguridad%202019%20H1.pdf


https://portal.msrc.microsoft.com/en-us/security-guidance/acknowledgments
https://portal.msrc.microsoft.com/en-us/security-guidance/acknowledgments




 



https://resources.malwarebytes.com/files/2020/04/200407-MWB-COVID-White-Paper_Final.pdf
https://www.incibe-cert.es/alerta-temprana/vulnerabilidades/cve-2017-0199
https://www.incibe-cert.es/alerta-temprana/vulnerabilidades/cve-2017-0199
https://medium.com/@Sebdraven/new-version-of-chinoxy-backdoor-using-covid19-document-lure-83fa294c0746
https://www.fireeye.com/blog/threat-research/2020/04/apt32-targeting-chinese-government-in-covid-19-related-espionage.html


APT39 (aka “Chafer”): una de espías

PROMETHIUM (aka “StrongPity”): Siempre vuelve

Bonus Track: La colección de ShadowBrokers 
sigue dando que hablar

 

https://thehackernews.com/2020/05/iran-hackers-kuwait.html
https://microsofters.com/170249/promethium-una-amenaza-de-seguridad-presente-en-instaladores/
https://www.epicturla.com/blog/the-lost-nazar
https://www.epicturla.com/blog/the-lost-nazar
https://nakedsecurity.sophos.com/2020/04/24/shadow-broker-leaked-nsa-files-point-to-unknown-apt-group/


 











 



 

https://empresas.blogthinkbig.com/elevenpaths/
https://empresas.blogthinkbig.com/rsa-contra-las-cuerdas-1/
https://empresas.blogthinkbig.com/rsa-contra-las-cuerdas-2/
https://empresas.blogthinkbig.com/sha-1-no-celebrara-mas-cumpleanos-ha-muerto/
https://empresas.blogthinkbig.com/criptografia-eterna-como-cifrar-datos-hasta-final-tiempos/
https://empresas.blogthinkbig.com/si-whatsapp-cifra-comunicaciones-donde-esta-la-clave/
https://empresas.blogthinkbig.com/criptografia-ligera-mundo-doblegado-bajo-peso-iot/
https://empresas.blogthinkbig.com/openpgp-buscando-kristian-desesperandamente/
https://empresas.blogthinkbig.com/apple-introduce-hasta-14-firmas-xprotect-ante-avalancha-malware-para-mac/
https://empresas.blogthinkbig.com/aptualizador-deconstruyendo-rootkit-necurs-herramientas-detectarlo-eliminarlo/
https://empresas.blogthinkbig.com/carma-conjunto-gratuito-muestras-malware-android-para-investigacion/
https://empresas.blogthinkbig.com/software-trabaja-ficheros-no-respeta-smartscreen-windows/
https://empresas.blogthinkbig.com/privacidad-diferencial-google-apple-la-usan-con-tus-datos/
https://empresas.blogthinkbig.com/lets-encrypt-revoca-tres-millones-certificados-amp-codigo/
https://empresas.blogthinkbig.com/mas-certificados-mas-cortos-menos-tiempo-a-donde-va-el-tls/
https://empresas.blogthinkbig.com/third-party-cookies-como-maneja-cada-navegador/
https://empresas.blogthinkbig.com/como-detectar-y-protegerse-phishings-coronavirus/
https://empresas.blogthinkbig.com/fake-news-y-ciberamenazas-en-tiempos-de-coronavirus/
https://empresas.blogthinkbig.com/datacovid-19-luchando-contra-coronavirus-datos-posicion-aproximada/
https://empresas.blogthinkbig.com/20-preguntas-apps-rastreo-contagios-covid19/
https://empresas.blogthinkbig.com/seguridad-api-apple-google-seguimiento-contagios-covid-19/
https://empresas.blogthinkbig.com/criptografia-contra-el-coronavirus/
https://empresas.blogthinkbig.com/grupo-vendetta-emails-phishing-covid-19/
https://empresas.blogthinkbig.com/elevenpaths-radio-entrevista-elad-rodriguez/



